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Obwecmea ¢ 0epaHu4eHHol OmeEemcmeeHHOCHbIO
«MUKPODPUHAHCOBAA KOMITAHUA HOBOFE
OUHAHCHPOBAHUE»

Pexomenaanum mo 3amure nHGOPMaIUN OT BO3AEHCTBHS MPOTrPAMMHBIX
KO/I0B, IPUBOASIIMX K HAPYLIEHUIO IITATHOTO (PyHKIIMOHMPOBAHMSA CPeICTBA
BbIYHCJIUTEIBHON TEXHUKH, B I[eJISIX IPOTHBOAEHCTBUSA He3aKOHHBIM
(pMHAHCOBBLIM ONepalUsM

[Ipn ucCnosib30BaHUM CUCTEM JUCTAHIIMOHHOTO (PUHAHCOBOTO OOCITYKMBAHUS U
HECOOIIOJICHUN PEKOMEHJAlUM, YKa3blBA€MbIX B IpaBUJIax OE30MACHOCTH TaKUX
CUCTEM, JJISI TTOJIb30BATENSI BO3MOKHBI PUCKH MTOIYYEHHS] HECAHKIIMOHHUPOBAHHOTO
nocryna (nanee — HCJI) x 3amumiaemoii mHGOpMAIUK C 1EJIbI0 OCYIIECTBICHUS
(bUHAHCOBBIX Omepaluil JUllaMu, He 00JIaJalOIIUMHU MPABOM UX OCYIIECTBIICHHUS,
YTEUKHU NIEPCOHATBHBIX JAHHBIX U MHOM 3alIuiaeMoi nHdopMaIuu.

B OeJIX HIpeaoTBpalliCcHUsA BO3MOKHBIX HCTATHMBHBIX HOCJIGI[CTBI/Iﬁ BCJICACTBHUEC
pealn3alii TaKUX PUCKOB PCKOMCHIAYCTCA:

1. He coobmare mMOCTOPOHHUM JIMIIaM TIEPCOHAJBHBIE JaHHBIE WM
uHpopmaIuioo o0 0AaHKOBCKMX KapTax (cuerax) depe3 ceTh VHTEpHET, JIOTWMHBI U
MapoJii JIOCTYNIOB, MCTOPUIO ONeEpanuid, Tak Kak d3TH JaHHbIE MOTYT OBITh
MepEeXBAYCHbl 3JIOYMBIIIICHHUKAMH U WCIIOJIb30BaHbl [IJI MOJYYEHHUs OCTyNHa K
Bameii 3amuiaeMoit tHGopMaruu.

2. He 3anuckiBaTh JOTUH U TapoJb Ha Oymare, MOHUTOPE, KJIIABHATYPE U UHBIX
YCTPOMCTBAX, C HCIIOJIB30BAHUEM KOTOPBIX OCYIIECTBISIOTCS (DUHAHCOBBIC
OIepaluu.

3. He ucrnonb3oBaTh (yHKIMIO 3allOMUHAHUS JIOTUHA U Tapois B Opaysepax
JUJISL UCTIOJTB3YEMBIX TUTATEKHBIX CUCTEM.

4. He ucnonb3oBaTh 0AMHAKOBBIE JIOTHMH M MApPOJIb JJIS IOCTyNa K Pa3IndHbIM
CUCTEMAaM.

S. PerynsapHo npousBoauts cMeHy naposieil. Mcronp30BaTh Cl10KHOCOCTaBHbIE
Mapojii, KOTOpBIE COJEpkKaT TMPOMUCHBIE W CTPOYHBIE OYKBBI, a TaKkKe
CHEUUAIIbHBIE CHUMBOJIBI, U HE COCTOST MCKIIOUHUTENIbHO H3 HMEH, HOMEPOB
Tene(OHOB U MaMSITHBIX JIaT.

6. I[To BO3MOXHOCTM cOBEpIIaTh ONEpalMd TOJBKO CO CBOErO JIMYHOIO
CpelICTBa JOCTyNHa B IEJSIX COXPAHEHHS KOH(PUICHIMAIBHOCTH MEPCOHAIBHBIX
JIAHHBIX ¥ MHOM 3aIlnIaeMoi HHGOpPMAaITUH.

1. 3aBepmiaTh ceaHC pPabOThl C IUIATEKHBIMH CHUCTEMaMH, HCIOJb3Ys
COOTBETCTBYIOIIMI IIYHKT MEHIO (Hampumep, « BeIiTn»).



8. [Ipy BBINONHEHUU OMNEpalMil B IJIATEXKHBIX CUCTEMAax C HCIOJIb30BaHUEM
Yy)KMX KOMIBIOTEPOB WM HMHBIX CPEACTB JOCTYNla HE COXPAaHITh HA HHUX
NEpPCOHANIbHBIE JaHHBbIE U JPYryl0 WHGOpPMAIMIO, a IOCJE 3aBEpIICHUS BCEX
omepanuii yOeauThCs, YTO TEPCOHAIBHBIE NaHHbIE W Apyras uH(opMmaius He
COXPaHUJIIUCh.

9. He mnepenaBaTh HHMKakoW TNEpPCOHATIBHOM W WHOW KOH(PUACHIIMAIBHON
uHQOpMAIIMU TPU TIOJYYCHHH IMHCEM 110 DJJIEKTPOHHOW TMOYTe OT SKOOBI
npeacTaBuTeNed 0aHKOB M HMHBIX (DMHAHCOBBIX OpraHU3alfii, €CIHM MOJy4YeHUe
TaKuX MUCEM HMHUIMMpoBaHO He Bamu. He mepexomuTh Mo cChbUIKaM B TaKHX
MUChbMaX, HE OTKPBHIBATH BJIOKCHHBIC MPUIIOKEHUS (TaKue Pecypchl MOTYT
collepkaTh ~ BPEJOHOCHOE TMporpamMmHoe oOecriedueHue). He 3BOHUTH 10
TenedoHaMm, ykazaHHBIM B MOJOOHBIX MUChMAaX, U HE OTBEUaTh HA HUX. [y CBsI3U
UCIIOJIb30BaTh HOMEpa TelNe(pOHOB U JIIEKTPOHHBIE ajpeca, YyKa3aHHbIE Ha
o(UIIUATIBHBIX CaliTax BaJeblieB (PMHAHCOBBIX CEPBHUCOB.

10. TIlpm peructpanmwmi Ha CTOPOHHHUX HWHTEPHET-CAMTaX BCETAa W3MCHSTH
MapoJIk, KOTOPbIE IPUXOAT BaM 10 3eKTpOHHOI TouTe.

11. He B3anmyckarh Ha CBOEM KOMIIBIOTEpE MIPOTrpaMMbl, IOJYyYEHHBIE U3
HE3aCIyKUBAIOIINX TOBEPUS HCTOUYHUKOB.

12. Hcnonb3oBaTh aHTUBUPYCHOE MPOrPaMMHOE OOECIICUCHHUE U MEKCETEBbIC
HKpaHBI.

13. PerynsipHo mNpOU3BOAUTHL OOHOBIIEHWE CHUCTEMHBIX M  TPHUKIATHBIX
MPOTPaMMHBIX CPEJCTB.

14. B cinydae oOHapy>KeHUS TMOJO3PUTEIbHBIX JICHCTBUN, COBEPIICHHBIX OT
Bamero umenu B CucrtemMe, HE3aMEMJIMTEIbHO CMEHUTH JIOTMH WM Mapoyib U
coobmmTh 00 uWHUMIEHTe uHpopManuoHHOW Oe3zonacHoctTh B CiyxOy
TEXHUYECKOU MOJJICPKKH baHKa WM MJIaTeXKHOrO CepBHUCa.

15. B cayudae oOHapyKeHUsI HECAaHKIIMOHUPOBAHHBIX JEUCTBUN CO CpPEeACTBAMH,
HaxoAsIMMuUC Ha Bamumx cuertax, yTparbl (IOTEpH, XUIIEHUS) YCTPOMNCTBA, C
UCIIOJIb30BAaHUEM KOTOPOTO OCYIIECTBISUIUCH (DUHAHCOBBIE OIEpaldy, M0JAaTh
3asBJICHUE HA BPEMEHHOE OTKIIIOUCHHUE OT TIAaTEKHOM CUCTEMBI, TTOAaTh 3asiBJICHUE
0 JaHHOM (haKTe B MPaBOOXPAHUTENIHHBIC OPraHbl M MPEKPATUTH MCIIOJIb30BaHUE
(00ecTounTh) MEePCOHATBLHOIO KOMIIBIOTEpAa W HHBIX CPEACTB JOCTyMa B LEJIX
COXpaHEHHMS JoKa3aTeIbHOM Oa3bl.



